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A Leading Provider of Smart, Connected and Secure Embedded Control Solutions 

GPS resiliency using 
a GNSS Firewall
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Agenda
• Update on PNT (Position, Navigation and Time) industry 

initiatives and trends for Critical Infrastructure

• BlueSky GNSS Firewall Product Overview

• Monitoring GNSS Observables
• BlueSky Information Charts
• BlueSky Performance Monitoring

• Summary
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Spoofing and Jamming in Norwegian Sea

Russian military training

Russian battleships
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GPS disruptions in recent NATO war games
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Presidential Executive Order

https://www.whitehouse.gov/presidential-
actions/executive-order-strengthening-national-resilience-
responsible-use-positioning-navigation-timing-services/

https://www.dhs.gov/news/2020/02/12/dhs-statement-
president-s-executive-order-strengthen-national-resilience-
through

https://insidegnss.com/progress-logged-on-
strengthening-and-backing-up-pnt/

Microchip Solution

https://www.whitehouse.gov/presidential-actions/executive-order-strengthening-national-resilience-responsible-use-positioning-navigation-timing-services/
https://www.dhs.gov/news/2020/02/12/dhs-statement-president-s-executive-order-strengthen-national-resilience-through
https://insidegnss.com/progress-logged-on-strengthening-and-backing-up-pnt/
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Cybersecurity and Infrastructure Security Agency

Position, Navigation, and 
Timing Services is a “Critical 

Function”

CISA is part of 
Department of Homeland Security (DHS)
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Why should you be concerned?

Until recently, GPS devices were viewed simply as radio receivers.  
However, they are actually computers with similar security risks.   
Threats include denial-of-service attacks (jamming) and the 
introduction of bad data into the system (spoofing).  The advent 
of software-defined radios has increased the ease and lowered 
the cost with which these types of attacks can be launched.  
Efforts should be made to ensure accurate and resilient timing for 
your GPS device.
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TIME – THE INVISIBLE UTILITY

https://www.us-
cert.gov/sites/default/files/documents/Corpor
ate_Leadership_Resilient_Timing_Overview-
CISA_Fact_Sheet_508C.pdf

https://www.us-cert.gov/sites/default/files/documents/Corporate_Leadership_Resilient_Timing_Overview-CISA_Fact_Sheet_508C.pdf
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Resilient PNT Conformance Working Group
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BlueSky GNSS Firewall
Product Overview
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Current GPS Receivers
• Civilian GPS receiver

• Commercial GPS receivers utilize L1 signal for tracking
• Varying levels of multi-constellation support and limited security 

features
• Civilian GPS receivers make-up the majority of GPS receivers used 

by Critical Infrastructure

• Military GPS receiver
• Selective Availability Anti-Spoofing Module (SAASM) receivers 

utilize L1 and the encrypted L2 signal for GPS tracking
• Provide better anti-jam performance and better protection against 

more advanced GPS attacks
• Not available for commercial applications

Civilian GPS 
Receivers

Military GPS
Receiver
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Firewall concept
Physical Firewall at Electrical Substation

Secure PNT for Critical Infrastructure

Unprotected PNT 
from the Sky

Network Firewall
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Secure Firewall Overlay
• Protects against GNSS spoofing and jamming

• Simple connection between GNSS antenna and GPS 
system

• Optional internal MAC for holdover

• 1PPS and 10 MHz timing reference inputs for 
extended holdover (connection to external cesium 
reference)

• Redundant AC or DC power options

• “BlueSky Performance Monitoring” integrated 
within TimePictra
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BlueSky GNSS Firewall (Hardened vs. Validated)

or
Optional
(inside)

Hardened
Output (GPS format)

Validated
Output (all bands)

Holdover

Live Sky
Reception/Anomaly

Detection
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Support for Galileo

or
Optional
(inside)

Hardened
Output (GPS format)or

GALILEO
TIME

GPS
TIME

Validated
Output (all bands)

Holdover

Live Sky and

Reception/Anomaly
Detection
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BlueSky Software

• BlueSky software engine manages 
internal elements of the GNSS firewall
• Contains algorithms to aggregate and 

interpret the data from anomaly detectors
• Makes informed decisions on the validity 

of Live Sky input and takes action to 
protect downstream GNSS systems 

• BlueSky Performance Monitoring 
(integrated as part of TimePictra)
• Enables management of multiple 

firewalls from a centralized location
• Provides situational awareness of your 

entire GNSS infrastructure (BlueSky 
Performance Monitoring)
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BlueSky GNSS Firewall Deployment models

SyncServer S600/S650

MAC

Validated

Equipment requiring 
GPS/L1 signal

Hardened

GPS Splitter

Firewall using
Validated Output

Firewall using
Hardened Output

Firewall deployed for 
monitoring only

Optional MAC
Optional
Cesium

Equipment requiring 
GPS/L1 signal
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Monitoring GNSS Observables
BlueSky Information Charts and

BlueSky Performance Monitoring
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Causes of GNSS Anomalies

Power received on 
Earth from a GPS 
satellite, -160 dBW, is 
as “bright” as a 
flashlight in Los 
Angeles when viewed 
in New York City, 
approx. 5000 km away

12,000 miles between satellites and receiver
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Sample of GNSS observables
Metric Characteristic of Signal Anomaly

Tracked Satellite Count Are the expected number of satellites in view?

Position Dispersion Is the position data coming from the sky moving too much relative to 
surveyed antenna position?

Phase Time Deviation Is the sky received “time” moving? (suddenly, gradually, etc?)

Carrier-to-Noise Is the GNSS signal strength of the visible satellites in the expected range?

Satellites in view Are individual satellites at the expected location?

RF Power Is the RF power level within expected threshold?
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QUESTION: HOW DO YOU KNOW IT WORKS?
ANSWER: GET-CI -> GPS Equipment Testing for Critical Infrastructure

• GET-CI is hosted by the U.S Department of Homeland Security (DHS) 
Science and Technology Directorate (S&T)

• Opportunity to evaluate equipment in unique live-sky signal 
environments that are only possible to create under controlled 
conditions authorized by the U.S. Government

• Purpose of event is to provide manufacturers of commercial GPS 
receivers used in critical infrastructure the opportunity to perform 
equipment evaluations in a rarely available live-sky spoofing 
environment.
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Lab Testing versus Live-Sky Testing

Lab Testing

Live Sky Testing

VSVS
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BlueSky GNSS Firewall
Software Release 2.0

Waveform Analytics
Detect false signals

Data Analytics
Analyze data received

Solution Analytics
Measure observables

BlueSky Information Charts

Improved Protection and Threshold Settings
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Local Charting TimePictra with BlueSky Performance Monitoring

BlueSky GNSS Firewall, Software Release 2.0.1 NEW

• Regional/global deployment view
• Multi-element mgmt. & alarms
• Compare multiple GNSS metrics
• Simultaneously compare 

observables from different 
Firewall(s)

• Centralized database of historical 
GNSS data (weeks, months, years)

• Charting for quick view of GNSS metrics
• Enhanced threshold settings

(CN/o,  # of SV’s configurable)
• Improved support for SNMP

and Alarms

Release
2.0.1
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BlueSky Performance Monitoring - overview

Timing
Anomaly

Spoof –
Satellite 
falling out of 
view

Phase 
movement & 
Position 
Excursion
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Time Anomaly
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Satellite Drop-off
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Time Anomaly #2
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Position Anomaly
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Aviation Timing Architecture

Dual BlueSky

Dual TCs-4500

Packet Infrastructure

Legacy Infrastructure using 
GNSS

Airport connected via SONET/SDH

Airport connected via Packet/MPLS 

Packet 
/MPLS

Dual TP410010MHz

BlueSky + TP4100

BlueSky

TimePictra

SONET
/SDH

10MHz 10MHz

GPS GPS

GPS

GPS

Packet InfrastructureLegacy Infrastructure using 
GNSS

Primary Airport Hub

Timing distribution

Situational
Awareness
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Microchip and Microsemi websites

https://www.microsemi.com/product-directory/gps-instruments/4398-bluesky-gps-firewallhttps://www.microchip.com/design-centers/synchronization-and-timing-systems

https://www.microsemi.com/product-directory/gps-instruments/4398-bluesky-gps-firewall
https://www.microchip.com/design-centers/synchronization-and-timing-systems
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www.microsemi.com
Webinar and Videos

Resources

https://www.microsemi.com/product-directory/gps-
instruments/4398-bluesky-gps-firewall

https://www.microsemi.com/product-directory/gps-instruments/4398-bluesky-gps-firewall
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Questions?
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